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CARESTREAM eHealth Managed Services (eMS) is a specialized healthcare solution that provides hospitals and outpatient
radiology clinics the advantage of outsourcing services for the protection, archiving, sharing and distribution of digital images
and other patient medical data. In this model, Carestream Health provides subscription-based managed services, which include
all costs: software, hardware, upgrades, hosting and system monitoring. 

Imaging facilities are focused on costs, both upfront as well as on-going such as service, support, networking, security, user
training and software licensing fees. Data storage for PACS and other clinical information systems is a major cost factor that
steadily escalates yearly. IT and storage technologies must be replaced every four to five years. Due to hardware obsolescence,
medical data must be migrated from legacy platforms to newer technologies several times during the data’s own lifetime.
Obsolescence management requires not only capital re-investment but also professional services to migrate data from legacy
systems to newer storage platforms.

Another crucial problem in modern healthcare information management is the daily interchange between facilities that share
historical patient data. Patients often receive critical care from multiple healthcare facilities such as emergency transfer or
chronic disease treatment requiring coordination of different specialties. As a result, patient data may be scattered among
various clinical systems across multiple sites with no simple access to aggregated historical records. 

To solve these problems, eHealth Managed Services bring to clients a service platform easy to deploy coupled with a 
risk free model:

No capital investments required for long-term storage, archival and multi-site connectivity. 

No specialized IT resources needed for storage management. No need to handle local copies (no tape, DVD) or to manage
storage obsolescence.

Total predictability and transparency. No hidden costs since all data protection and storage parameters are included. 
Service levels are guaranteed by the Carestream Health contract.

Increased independence from clinical tools. Data is stored and shared in a standard format and can be retrieved by 
any PACS platform.

Contractual freedom. No commitment to long-term engagements since contracts are renewed annually.

Security and peace of mind. eMS is an all inclusive service model. The services include the necessary elements of all hardware,
software, maintenance, and monitoring. Hardware obsolescence management, upgrades and data migration are provided.

A highly focused support organization: With eHealth Managed Services, Carestream Health technical specialists commit to
operating the infrastructure 24 x 7 with a quality service level approach. Most major technical, operational and financial risks
are largely mitigated. The Carestream Health support team continuously monitors the services, anticipates issues and
proactively provides upgrades when appropriate.

Carestream Health is one of the first companies to form an international business group dedicated to providing these services
around the globe. Currently Carestream Health, Inc. operates eHealth Managed Services on two continents: North America and
Europe. In the U.S., the services are operated from a secure partner data center located in the Rochester, NY area.

Three eHealth services are presented in this white paper: Data Protection Service, Remote Archive Service, and the eMS 
Portal Service.

eHealth Managed Services from Carestream Health
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1. Data Protection Service
The Data Protection Service is intended for users who wish to have a remote disaster recovery copy of their DICOM
studies and at the same time, have the ability to quickly restore them to their site. This approach relieves users from having
to manage the long-term storage such as handling of storage media, saving the archive database, monitoring the archive
system, and purchasing new media. 

This service also frees the user from problems of data migration related to obsolete equipment, which generally occurs
about every three years. The Data Protection Service guarantees the preservation and access to the data for the duration of
the contract. The service also presents the advantage of ensuring users independence of the PACS installed at their site.
Employing a standard DICOM interface, the service helps retrieve data in the event the user’s PACS is unavailable, a
disaster occurs or the PACS supplier has changed.

User prerequisites
The Data Protection Service addresses users who have a PACS, either from Carestream Health or from another supplier. The
service can interface to multiple PACS simultaneously. For instance a radiology PACS and a cardiology PACS can be integrated
as long as they conform to the DICOM 3.0 standard and can send studies to a third-party archive. The user’s PACS must have
enough on-site storage to support the daily work of the radiologists. 

The Data Protection Service is intended to remotely secure a copy of these studies that are located on site and to provide basic
prefetch functions through the client PACS (by means of DICOM Query and Retrieve). 

During service setup, Carestream Health installs a device called a DAP Server (Data Access Point Server) which connects the
user’s medical equipment to the remote data center. The DAP Server remains the property of Carestream Health and defines
the limits of service responsibility.
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Archiving data
The Data Protection Service provides a DICOM 3.0 data archive. The PACS is connected to the DAP Server via the user
network and forwards copies of studies to the archive via the DICOM protocol. The PACS and the DAP Server communicate
in the uncompressed DICOM standard (ILE) to ensure that no proprietary encoding is used for the images and this enforces
long-term preservation of data. Users can retrieve a study from the DAP Server with any DICOM workstation even if it is
different from the manufacturer of the original PACS. 

While archiving, the DAP Server can optionally encrypt all the studies received. This option guarantees that the studies are
not readable beyond the user’s site, including the remote monitoring service of Carestream Health. During retrieval of a study
from the remote archive, the DAP Server de-crypts the exam on the fly in a totally transparent manner. The Data Protection
Service never modifies or alters the received studies: the encryption algorithms and the compression employed guarantee
that the data are restored identically to the original data received.

The DAP Server is connected to the remote archiving center via a secured VPN line (Virtual Private Network). This
connection ensures the security of the data transmission as well as protecting against an external computer attack. The
remote archiving is performed in double copy: a copy remains on disk during the duration of the contractual storage and a
second copy is put on a media tape.

Retrieving study copies
In most PACS, it is possible to represent a third-party archive in the user interface as an external node, which the user can use
to search for studies. During this search process, the PACS performs a DICOM query request to the DAP which responds
immediately with a list of study results. The retrieval of one or more studies in this list is done through the PACS interface. 

Some PACS, such as CARESTREAM PACS, retain in memory the studies that were sent to a third-party archive. In this case,
all the local and remote studies appear in the PACS database and the retrieval is completely transparent to the user. 

The eMS Web Portal for the Data Protection Service provides an alternative way to retrieve studies. This interface performs
patient and studies searches in the remote archive and, in one action, users can send selected studies to a local DICOM
destination. This procedure can be used to forward a study to another PACS, a third-party station, or a CD burner. 
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During retrieval of a study, the availability delay on the site will depend on the bandwidth and the availability of the
communication line between the user site and the archiving center. To optimize the performance, data are always kept on
disk at the data center and the exchange protocol between the data center and the DAP Server streams the studies. As soon
as an image is available on the DAP Server it is immediately sent to the destination without waiting for the rest of the study
to be downloaded.

Data loss or user PACS unavailability 
In an emergency such as partial loss of data or the user’s PACS is temporarily unavailable, studies can be retrieved from any
third-party station or software capable of sending DICOM query and retrieve requests to the DAP. As explained above, the
service’s Web portal can also be used to route studies to a DICOM destination.

Disaster Recovery
In case of a major loss of data that prevents recalls through the network, Carestream Health will restore the entire customer
data on an appropriate media that can be shipped to the customer location. All data are restored in DICOM-part-10 format,
the industry standard read by all PACS.

PACS migration
When changing PACS suppliers, the transfer of data between the former PACS and the new one is a lengthy and costly
process. Generally, the integrated archives of most PACS use proprietary encoding, which exclude simple recopying of media
from the legacy PACS to the new one. In this case, the only transfer solution is to perform a migration using the DICOM
protocol. However, this may be a lengthy processing time that can be counted in months or even years depending on the
quantity of data to be transferred. 

The advantage of the Data Protection Service in this situation is that it can provide the user with access to the archived data
independently of the PACS brand. This means in case of a change in PACS suppliers, the user can choose to:

Retrieve on demand, via the DAP Server, the archived studies.

Use the procedure for restoring studies on media as described above.

Other Data Protection service functions
On implementation of the Data Protection Service, users can benefit from the following supplemental features:

The DAP Server can be configured during installation to provide a supplementary disk storage space of up to 20 TB. Note
that in addition to providing a large local cache for fast retrieval of studies, this extended space can be used to store backup
copies of the PACS and RIS databases. This ability saves the user from handling removable media. Configuring the backup
remains the responsibility of the user as Carestream Health only provides the disk space on the DAP Server.

Users can obtain access to one seat of the eMS Web Portal, which provides management of the archive as well as consult
archived volumes. 

Service termination
In the case of service termination, Carestream Health will restore the entire set of archived data. In this case, the procedure for
restoring the data is identical to the one described above for disaster recovery.

System monitoring and on going services
The eHealth Managed Services are continually monitored remotely. Each DAP Server installation is proactively visited daily to
ensure the proper operation of the service. Similarly, data center infrastructures are checked continuously to ensure a high
quality of service. In addition, Carestream Health provides hotline services for customer support during service start up and in
case of performance issues.
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2. Remote Archive Service
The Remote Archive Service is intended for users who desire access to a dynamic archive for their DICOM data, HL-7 reports,
and other non-DICOM data. It includes functions for prefetch via interconnection of the user’s RIS. The service also features a
multi-site virtual archive function, which allows the sharing of data between sites via routing mechanisms and notifications
between users.

The Remote Archive Service includes all the services described in the Data Protection Service and specifically covers users in
the same terms for all disaster recovery situations.

User prerequisites
Users of this service are equipped with at least one DICOM diagnostic workstation and a RIS supporting the HL-7 standard or
the DICOM Modality Work List function. As in the Data Protection Service, this program can function with a PACS having its’
own local storage. Because the Remote Archive Service features an automatic HL-7 prefetch function, the size of the local
storage of the PACS can be reduced for the short-term needs of the radiological workflow e.g. just one year of storage.

The Remote Archive Service is normally equipped with a DAP Server, which can locally store at least three months of
production providing quicker retrieval of data. All the data in the cache is continuously backed up on the data center archive.
Sizes greater than the standard DAP Server can be provided according to the needs of the user.

Archiving data
The Remote Archive Service provides archiving capabilities for DICOM data, HL-7, and other non-DICOM data. The archiving
of DICOM data is done in the same manner as the Data Protection Service, that is, using the DICOM protocol. One or more
PACS can be connected to the service. The archiving of HL-7 data (radiological reports) is done via a direct connection with the
user’s RIS. The supported messages are ORU^R01 (Observation Result / Unsolicited).

The DAP Server also accepts HL-7 messages, enabling it to transmit changes in the demographic data of a patient (ADT
messages). When a modification is made on the RIS (for example, changing the name of a patient who became married), it
will be automatically propagated to the archive. The archiving of non-DICOM and non HL-7 data is also possible. The DAP
Server provides a group of APIs (Application Programming Interfaces), which can be used by a third-party tool to store and
retrieve patient data. For example, EMR/EPR/HER management tools can use these interfaces to store a copy of their data.

The user can also archive any type of data via the eMS Web Portal. The procedure is interactive and allows a file present on
the user’s site to be added to a patient record.

Pre-fetch of priors and archived data
All procedures for retrieving copies of remote studies described in the Data Production Service are also available in the Remote
Archive Service. However, with a user’s RIS connection via HL-7 or DICOM Modality Work List, the pre-fetch of priors can be
automated. The messages sent from the RIS generate a pre-fetch for patient priors on the user site which triggers an
automatic retrieval followed by a routing to the PACS or the control station concerned. This procedure guarantees higher
performance access to all patient priors during consultation. 
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The API used for connecting third-party tools provides the functions for retrieving data, which ensures that accessing the
archive is transparent to the user. Finally, the eMS Web Portal provides the user with interactive access to all the archived
data for a specific patient.

Multi-site virtual archive
When several user sites are connected to the Remote Archive Service, they can share patient data. This data sharing
manages a consolidated patient record between several sites in the same institution. The Remote Archive Service also
provides functions for creating sharing rules that restrict access to data between sites. The rules are composed of logical
expressions based on DICOM fields in the studies as well as on the patient demographic data. It is possible to grant access
not only to another site but to studies sent from a specific modality or only those of a specific referring physician. A PACS
that submits a DICOM query request concerning data sent to another site will receive a response filtered by the sharing
rules. These sharing rules can also be used as inter-site routing rules. In this case, each study concerned by a routing rule will
be propagated automatically to the remote site. 
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Often within the same institution, several sites use different identifiers (PIDs) for the same patient. The Remote Archive Service
can accept several PIDs for the same patient and allows the archive to be interrogated using only the name of the patient.

Another sharing mechanism is available in the Remote Archive Service: notifications between users. This function is provided
through the eMS Web Portal and allows the user to access a specific patient record from the notification sent from another
user of the service, as long as the latter belongs to the same logical site (sites can be physically separate and remote but
belong to the same logical site).

3. eMS Portal Service

The eMS Portal is a Web access that allows a user to manage patient records, to consult storage consumption, and to send
notifications to other users. The only prerequisite is the availability of an Internet browser (Microsoft Explorer or Firefox) on
the user’s workstation. The eMS Portal is served by the local DAP Server, and is not accessible outside the customer site.

eMS Portal description
Accessing the eMS Portal is specific to the user (user name) and password protected. Depending on the profile, the user can
access administration functions that are more or less advanced. 

The eMS archive organizes documents in patient records. Searches of the archive can be performed using a variety of criteria
such as the patient ID, patient name, sex, type of modality, or archive date. A filter function lets the user search for patient
records that are the most current e.g. all patients who have had an angiogram last month. The function can be performed 
for more complex searches, for example, “all women between the ages of 50 and 53 who have had mammograms in the last
five years”.
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Depending on the request criteria, the result of a search is a list of patient records or a list of documents. The example below
shows a search result where several patient records correspond to the request criteria. 
By clicking on one of the entries under Patient ID in the list above, the user accesses a patient record (see example below). 
A patient record can contain DICOM studies and other data such as PDF documents, JPEG images, Microsoft Office
documents, films, etc.
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The non-DICOM documents can be opened directly in the Web interface, as long as the user has installed the native
application or a viewer on the workstation. From this screen, DICOM documents can be copied and these copies
manually routed to a DICOM destination (“Copy Study” function). 

The user can also interactively add a non-DICOM file of any kind to the patient record (“Add Document”). The file,
however, must be located on the user’s workstation. If the user has the security right, documents or patient records can
be deleted. 

Finally, from this interface the user can share a document with other users of the service who can be located at another
site. The administrator of the service can access various functions related to creating accounts, routing rules, declaring
DICOM destinations, etc
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Comparing the Services

CARESTREAM eHealth Managed Services Data Protection Remote Archive

DICOM Archiving

Receives DICOM studies from one or more modalities ✔ ✔

Receives DICOM studies from one or more PACS ✔ ✔

Archives in standard DICOM format ✔ ✔

Resides 3 months in cache on the DAP for quick access ? ✔

More than 3 months cache on the DAP ? Optional

HL7

Archives HL7 reports ? ✔

Updates demographic data ? ✔

Non-DICOM Archiving

Archives through eMS Portal interface ? ✔

Archives through the API ? Optional

Retrieving Studies

Via DICOM “query/retrieve” ✔ ✔

Interactively via the eMS portal ✔ ✔

Better performance than a tape or DVD storage system ✔ ✔

Prefetch via HL7 or DICOM Modality Work List ? ✔

Data Protection

Makes 2 copies: one on disk and one on tape ✔ ✔

Accesses the data via the DAP ✔ ✔

Provides space for database backup on the DAP ✔ ✔

Restores archived data in case of disaster or termination of the contract ✔ ✔

Sharing Data Between Sites 

Shares data between sites ? ✔

Provides access control for sharing ? ✔

Notification between users ? ✔

Routing between local DICOM equipment ? ✔

Routing between DICOM equipment at different sites ? ✔

eMS Portal

One seat to the Portal ✔ ✔

Multiple portal access ? Optional
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eMS Key Technology Benefits

GRID Technology
The eMS service is based on a GRID infrastructure that supports both local and remote storage. This infrastructure provides
enhanced connectivity to any PACS, modality or RIS through DICOM and HL-7 interfaces. Designed for high availability and
performance, the eMS infrastructure is a leading platform for archival, sharing, workflow and distribution across complex
heterogeneous customer environments.

Independence from tools
eMS is independent from the systems (PACS, modalities) used at the client’s site. Users may continue to work with their own
PACS or workstations. The service will interface to these systems through standard formats (e.g. DICOM for radiology
imaging). With this independence, the client is free to change the tools from any industry PACS vendor. Users can be assured
that they will have access to prior images generated by a previous PACS platform.

Availability
All eMS equipment is fully redundant with automatic failover capabilities and is constantly monitored. Remote storage is
performed in double copy with at least one copy remaining on disk during the duration of the contract. Carestream Health, Inc
guarantees eMS uptime performance.

Scalability
The service adapts to ever changing needs, including growing volumes, new modalities, workstations or users. No new
investments are needed and no modifications of the client’s infrastructure are required. The service is also adaptable to changes
in local legal preservation requirements such as periodic changes in data retention rules.

Integrity and security
eHealth Managed Services does not modify or alter the data received from users. Integrity checks, lossless compression and
optional encryption are all performed locally to ensure end-to-end security. In the event of a natural disaster, the data can be
restored identically to the original data received.

Clinical Information Lifecycle Management
For hassle-free long-term management, the data retention time is automatically calculated based on the characteristics of the
study. As an example, mammography and pediatric exams may be kept longer than other studies. This unique lifecycle
management capability also manages replication, future technology obsolescence and unavoidable migrations
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